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Welcome to the Webinar! T
E N E R ReferenceModel-based Exploration and Education
We will start at 1pm EST

ReferenceModel-based Exploration and Education

Blockchain your Supply Chain

Exploring the use of blockchain technology
within Healthcare

Introduction Briefing
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ReferenceModel-based Exploration and Education

Antitrust Statement

* The Center for Supply Chain Studies (the Center) is nonprofit organization that serves as a forum
for free and open discussion of diverse opinions without in any way attempting to encourage or
sanction any particular business practice.

* During the course of any Center activity, discussions involving pricing, sales terms, territories,
production or other aspects of competition, must be avoided. In the event any person feels that
statements or actions in meetings are headed into such an area, attendees should raise the issue
immediately so that further discussion of such matters can be suspended pending receipt advice
satisfactory that questionable topics do not give rise to antitrust problems.

* The Center recognizes the severity of the potential penalties that might be imposed in the event
that certain conduct is found to violate the antitrust laws. Should the Center or its cooperative
participants be involved in any violation of federal/state antitrust laws, such violation may
involve both civil and criminal penalties that may include imprisonment, as well as fines and/or
attorney fees.

* This policy statement unequivocally supports the policy of competition served by the antitrust
laws. Given this, the Center intends to take all necessary and proper measures to ensure that
violations of the antitrust laws do not occur.
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Suppl)f?rChain Studies

ReferenceModel-based Exploration and Education

ABOUT FOLLOW/JOIN A STUDY STAY CURRENT TEAM PORTALS NEWS/EVENTS TOPICS /A CLOSER LOOK HEALTHCARE LIBRARY CONTACT

Neutral, Non-Profit, 501(c)(6)
Exploration and Education About us.
VirtualPilotTM, and ReferenceModel™ Library

Pharma industry forum for DSCSA compliance.

The Center for Supply Chain Studies was established in late 2015 a neutral, nonprofit
industry exploration and education forum. Trusted as forward-looking thought leaders, we
carefully study the implication of these developments in our work to assist the

pharmaceutical industry.

We're dedicated to supporting the pharmaceutical supply chain in its ongoing mission to
improve efficiencies, increase productivity and streamline Drug Supply Chain Security Act
(DSCSA) compliance. We monitor, interpret and clarify industry trends, including legislative

and regulatory changes and forecasts.

To this end, we host and facilitate group-funded VirtualPilot Studies as a way for thought

leaders to come together, exchange ideas and share their expertise.
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Content

e Studies at the Center
* Blockchain your Supply Chain — Why the interest in Blockchain

e Current and planned Studies:
— Phase | — DSCSA & Blockchain ReferenceModels
— Phase [l = DSCSA & Blockchain Proof of Concepts

 Beyond Regulatory Compliance:
— Blockchain and Cold Chain

* Next Steps

ReferenceModel-based Exploration and Education
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STUDY: Blockchain for Cold Chain

Study willincorporate the ability to capture temperature, light and
vibration data from the Interet of Things (loT), and provide data
collection solutions for verifying real-time status of supply chain items.

STUDY: DSCSA & MDM

VirtualPilot was completed in the summer of 2017. The Study Team's
White Paper, "Demonstrating how Master Data Management can
be used in support of DSCSA Requirements," is available now.

1 STUDY: Global Pharma Track & Trace

Based on core set of info w/in the blockchain, Study will include
international laws & regulations to explore how fo provide data
to individual. countries, and how tfo provision serial and

traceability data for their specifications.

STUDY: DSCSA & Blockchain

Team is examining the use of blockchain technology as a
possible way to address some of the unresolved DSCSA data
security issues facing the U.S. phama industry.

STUDY: DSCSA & Blockchain

Phase 2 will apply the scenarios, processes and information
flows identified in DSCSA & Blockchain: Phase 1.

10/11/2017 © 2017 Center for Supply Chain Studies - All Rights Reserved 6



Study Lifecycle

ldea to Publication

Study Proposal

Draft Goals and
definition

RoadMap

10/11/2017

Prospectus/Charter

Goals, Metrics
and Scenarios

Socialize
With

Community

Pre-Launch

Detailed Goals,
metrics and
Scenarios

Agreement
Anti-Trust
Funding

Study

Final Scope

Develop /execute
Scenarios
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Publish

Publish
ReferenceModels

White Paper

Education
Module
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Study Lifecycle

Prospectus to Charter

Study Prospectus Study Statement of Work Study Charter

i Study Charter
Center Tor Suppty Chain Studie

& Study Charter

DSCSA & BLOCKCHAIN

é. Study Charter

DSCSA & BLOCKCHAIN

DSCSA & BLOCKCHAIN

VirtualPilot VirtualPilot VirtualPilot
vo2 DSCSA & Blockchain voz DSCSA & Blockchain vz DSCsA s chain
VirtualPilot Virtuali VirtualPilot
Charter Contents Charter Contents ‘Charter Contents
Dear Potentiol Study Parficipant. Dear Potential Study Parficipant. Dear Poientiol Study Parficipant.
The Center for Supply Chaln Studies (ihe Center) Is pleased 1o SR The Center for Supply Chaln Studies {ihe Center) is pleased 10 ) The Center for Supply Chain Studies [he Center) s pleased 1o
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This Charter may be updated os the Study progresses and wil be
e-dis¥outed 1o oll porficipants, accondingly.

The Study wil cregte. e (o series Of moceds)
seeks 10 explore he potential of applying Blockehain Technology
10 meet key securly and frading pariner st chalienges of he
Drug Supply Chain Security ACt [DSCSA)

Along wiin ReterenceModel(s], e Study wil Froduce a Write

Paper and Educafion matenas 1o be pubished on the Cenler's
2017

n the form of  VirtuafShowcase™.

The Center b o
being fogefher hought leaders from Industy, acodenia.
reguictory Gnd ofher Grenas 1o exoming complex indusiry ksues.
ona expiore new ideas and mefhods for oddressng them.

pee = pes shatwe can
continue to mprove our Studes.

This Charter may be updated os the Study progresses and wil be
re-dis¥uted 1o all poriciponts, ccondingly.

The Study wil create o Relemncettoei™ (o sefes of moces)
seeks 10 explore e potential of applying Blockchain Technalogy
1o meet key secrity and frading pariner st chalienges of the
Drug Supply Chain Securly Act [DSCSA).
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Paper and Education malenas 1o be pubished on the Center's
e 017

in the form of o VirtualShowcase™.

The Center hosts Referencemodentbased SIues as G way 10
being fogefher ought leaders from Industy. acodenia.
reguiatory Bnd oher arenas 1o examing complex industry ssues
o expiore new ideas and melhods for oddressng them.

per xpes shat we can
continue fo mprove cur Studes.
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s Chorter may be updated os the Study progresses and wil be
re-distiuted %o all participants, accordingly.

The: Sy wil cregie  Releencebioder™ for sefes of modss)
seeks i explore me potenfiol of apphing Bockehain Technokogy
10 meet key security and frading parner Tust chaklenges of e
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Blockchain your Supply Chain

Why the interest in Blockchain?

Drug Supply Chain Security Act

* Interoperable System

— 3,500 manufacturers

— 2,500 Wholesalers

— 7,500 Hospitals

— 64,000 Pharmacies
e Trace individual items back to the

manufacturer
e Data Confidentiality

— Don’t share confidential data

— Only share data for items that are
owned by the tracing party

 Data immutability
— Archive and access data for six years

(CENTER

ReferenceModel-based Exploration and Education

Blockchain Technology

Block: 3

Block: 2

Block: 1

Secure Transaction Ledger

Developing Open Standards

Ease of participation

Single source of truth (everyone sees the
same thing)

For info stored in blockchain
For info stored off block (via info hash
stored on block)

Eliminate need of a trusted custodian
Provides a common set of rules executed by
all nodes

Can be revisioned and audited
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C O n n e Ct i V i ty ReferenceModel-based Exploration and Education
How do you get connected to the most popular Blockchain?

Q

===
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: : Supply Chain Studies’
Does connecting to a blockchain connect the Industry? iilc.

Adjacent and non-adjacent trading partners

10/11/2017 12
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DSCSA — Blockchain Study

Focus: Six unresolved challenges

V1. Establishing an electronic connection between non-adjacent trading partners.
v2. Establishing trust between these trading partners.

v 3. Sharing required data without inadvertently exposing proprietary information.
v 4. Reduce the potential activity required of trading partners.

v'5. Designing for expansion beyond DSCSA compliance

6. Funding the architecture.



Reference Model Design

Governance Sub-Model

Services Sub-Model

Data Persistence Sub-Model

Supply Chain Sub-Model
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ReferenceModel-based Exploration and Education
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P h a S e I ReferenceModel-based Exploration and Education
Virtual Pilot: DSCSA & Blockchain ReferenceModels

Governance Sub-Model Data Persistence Sub-Model Governance Sub-Model Data Persistence Sub-Model
Node"
m u - /i
= ‘ Term Definitions - Nodel
Services Sub-Model Governance Rules vices Sub-Model 5
’ Process Flows a/ ML © [
|
Data Flows e
. L @QH® ®@ |
Data Attribute Definitions \ \
L Query Parameters/Examples — =
Supply Chain Sub-Model Supply Chain Sub-Model
®

10/11/2017 16
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Virtual Pilot: DSCSA & Blockchain ReferenceModels

Ucongng Autnon23on Sevice

Supply Chain

R I TP

CENTER

ReferenceModel 001 v01 ro3

DSCSA & Blockchain Study

Distrideed Leager

Suppli?' Chain Studies

ReferenceModel-based Exploration and Education

CENTER

Observe

Block No

10/11/2017

Supply Chain Studies
Arescaodeh-bamed Explrwion ond Education
' DSCSA and Blockchain Study

Transaction ID
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Reference Model Design

Governance Sub-Model

Services Sub-Model

Data Persistence Sub-Model

Supply Chain Sub-Model

(CENTER

ReferenceModel-based Exploration and Education



ReferenceModel Structure - Governance
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ReferenceModel-based Exploration and Education

ReferenceModel Design: providing a framework for discussions and exploration

Permission
to Publish
ol=1dak1e= | Rules
DOO
Validation Applicatic
Documentation RAad
Validate
Application
of Rules

Governance Sub-Model Data Persistence Sub-Model
|
| |
Services Sub-Model
|
||

Supply Chain Sub-Model

10/11/2017
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Examples of Rules:
* Properly formatted data (NDC)

* Ashipping event cannot be added
unless there is a commissioning
event.

Rule Types:

1. DSCSA Rules (Chain of Ownership)
2. Business Practice (industry) Rules

3. Rules between Trading Partners

20
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ReferenceModel Structure - Blockchain

ReferenceModel Design: providing a framework for discussions and exploration

Blockchain Design

Governance Sub-Model Data Persistence Sub-Model

Services Sub-Model

Supply Chain Sub-Model

10/11/2017 21
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ReferenceModel Structure - Traditional

ReferenceModel Design: providing a framework for discussions and exploration

Traditional Design

Governance Sub-Model Data Persistence Sub-Model

Discovery
Service

Services Sub-Model

Supply Chain Sub-Model

Checking
Service

10/11/2017 22
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ReferenceModel-based Exploration and Education

ReferenceModel Design: providing a framework for discussions and exploration

overnance Sub-Model

Data Persistence Sub-Model

Services Sub-Model

Supply Chain Sub-Model

Rx Supplychain . Manufecturer
Sub-model —
- m w7 Wholesaler
e ,FL ) e
e — I Sy
"1 L L e —
- v A & & Nl !
_{,‘ ?M_‘,F.mﬁ L o B -
10/11/2017
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ReferenceModel Structure — Supply Chain
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ReferenceModel-based Exploration and Education

ReferenceModel Design: providing a framework for discussions and exploration

10/11/2017

Governance Sub-Model

Services Sub-Model

Data Persistence Sub-Model

Supply Chain Sub-Model

Product
Master Data
Flow

Product

Flow

DSCSA Data
Flow

Manufacturer 001

¥Vholesaler 001

A Data Service
Hospital 001

24




ReferenceModel Structure — Supply Chain

ReferenceModel Design: providing a framework for discussions and exploration

10/11/2017
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ReferenceModel-based Exploration and Education

EPCIS Repesttory,, . ..
7
EPCIS,
Koo

€SCS

CENTER FOR
SuPPLY CHAIN STUDIES

Drug Supply Chain Security Act
and Master Data Management

Stug
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Master Data Flow
—ipy Product Flow

DSCSA Data Flow

Other Information Flow

Manufacturer

MDM
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Contract M nufacturer

Contract Manufacture
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ReferenceModel Design: providing a framework for discussions and exploration

Governance Sub-Model Data Persistence Sub-Model

\

/V Chain Sub-Model

v

\

\

DL Access Service

10/11/2017 26
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ReferenceModel Design: providing a framework for discussions and exploration

Authentlcatlon Services

/

Licensing
Maintenance Service Governance Sub-Model Data Persistence Sub-Model

Llcensmg Authorlty

| |
Services Sub-Model //v

Copy of License Copy of License Copy of License
Commissioning SC Renewal SC Suspension SC -
. //V
(2
O\

Access Services //'mym Sub-Model
5)
_—

\
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RMO001 — Minimal Model: Minimal data in Blockchain. Includes Aggregation Events (CENTER

Governance Sub-Model Blockchain Sub-Model
Node" Blockchain Data: ReferenceModel-hased Explorstion and Education
* Commissioning:
* Block Number
| ﬂ:ﬂ * Transaction ID
* Entity ID (encrypt)
* Lot Number
Nodel * Expiration Date
* Object ID List (hashs)
I * EventTimestamp
: * BCTransactionTimestamp
Services Sub-Model +  Shipping:
* Block Number
* Transaction ID
* Transfer from (encrypted)
- * Transfer to (encrypted)
* Object ID (hash of EPC)
* BizStep
* EventTimestamp
* BCTransactionTimestamp
u * Aggregation:
Supply Chain Sub-Model *  Block Number

* Transaction ID

* Parent Object ID (encrypted)

e Children Object ID List (each encrypte:
* BizStep (packing)

* EventTimestamp

* BCTransactionTimestamp




RMO001 — Minimal Model: Minimal data in Blockchain. Includes Aggregation Events (CENTER
Governance Sub-Model Blockchain Sub-Model

n ReferenceModel-based Exploration and Education
Node

Contributing Event Data

- [ ]

BC Events:

Nodel e  Commissioning (Object)
* Packing
I *  Shipping
Services Sub-Model BC Item Hierarchy:
* ltem
e Case/Tote
e Pallet
@HO=20® e
steps: (D) D ©)
1.Trading Partner sends EPCIS Event to Service (this could be done
within a Service application).
. 2.Service performs data quality checks (returns error alert if failed).
. 3.Services calls appropriate SmartContract, supplying attributes as
@ Supply Chain Sub-Model call parameters.

4.SmartContract performs data checks (returns error alert if failed).
5.SmartContract applies data to blockchain.
6.Blockchain Nodes validate transaction and synchronize data.




RMO001 — Minimal Model: Minimal data in Blockchain. Includes Aggregation Events (CENTER

Governance Sub-Model Blockchain Sub-Model
N Od en ReferenceModel-based Exploration and Education
Querying for Event Data
n
[I:I] BC Events:
*  Commissioning
* Packing

BC Item Hierarchy:
(:5> e Item

@ e Case/Tote

8 * Pallet

L] steps: (D @ @
@ @ @ 1. Trading Partner sends EPCIS Query Event to Service (this could be

done within a Service application).

2. Service performs data quality checks (returns error alert if failed).

3. Services calls appropriate SmartContract, supplying attributes as call
parameters.

Services Sub-Model
Master Data Serwrce 7>

— . 4. SmartContract performs data checks (returns error alert if failed).

5. SmartContract retrieves all Events associated with the query
@ Supply Chain Sub-Model parameters. o ,
6. SmartContract determines if Trading Partner had contributed an Event
to each series of Events for the queried Object
7. SmartContract returns all Events allowed by rules (contributed event

() and prior)
(3) 8. Service formats returned data into EPCIS Event(s) and returns to
@ Trading Partner
9. Trading Partner Associates Event data with Master Data
/1-6 10.Trading Partner retrieves missing Master Data (non-adjacent Trading

Partner Master Data) from Service




RMO001 — Minimal Model: Minimal data in Blockchain. Includes Aggregation Events (CENTER

Governance Sub-Model Blockchain Sub-Model
N Od en ReferenceModel-based Exploration and Education
Querying for Event Data
n
[I:I] BC Events:
*  Commissioning
* Packing

BC Item Hierarchy:
(:5> e Item

@ e Case/Tote

8 * Pallet

L] steps: (D @ @
@ @ @ 1. Trading Partner sends EPCIS Query Event to Service (this could be

done within a Service application).

2. Service performs data quality checks (returns error alert if failed).

3. Services calls appropriate SmartContract, supplying attributes as call
parameters.

Services Sub-Model
Master Data Serwrce 7>

— . 4. SmartContract performs data checks (returns error alert if failed).

5. SmartContract retrieves all Events associated with the query
@ Supply Chain Sub-Model parameters. o ,
6. SmartContract determines if Trading Partner had contributed an Event
to each series of Events for the queried Object
7. SmartContract returns all Events allowed by rules (contributed event

() and prior)
(3) 8. Service formats returned data into EPCIS Event(s) and returns to
@ Trading Partner
9. Trading Partner Associates Event data with Master Data

10.Trading Partner retrieves missing Master Data (non-adjacent Trading
Partner Master Data) from Service
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Exploratory ReferenceModels

ReferenceModel Design Variations

RMOO1 — Minimal Model: Minimal data in Blockchain. Includes Aggregation Events
RMO002 — Minimal/Flat Model: Minimal data in BC BizSteps and Dispositions inherited by Items
RMOO3 - All data in the Blockchain (Master Data, Production Data, Transaction Data)

RMOO04 - All data in the Blockchain - no restrictions to access (Tom’s Model)

RMOO06 - Blockchain based Discovery Service (look up the address of EPCIS (TI) repositories)
RMOO7 - Cloud or Databased Discovery Service (same as RM006 with traditional DB technology)
RMO008 — Aggregated Model: Blockchain holds chain of Event IDs (Beth’s Model)

RMOO09 — Many Sources Model: Assumes initial implementations on multiple platforms
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Exploratory ReferenceModels
ReferenceModel Design Variations

RMO001 — Minimal Model: Minimal data in Blockchain. RMOO06 - Blockchain based Discovery Service (look up data repositories)

Governance Sub-Model Data Persistence Sub-Model Governance Sub-Model Data Persistence Sub-Model

: B / : /
SETVW’ Services Sub-Model ,/
| |

//
ar

EEEEEE

P

A
|| l/ I/
JSuppIy Chain Sub-Model [{pply Chain Sub-Model

- - -
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Proof of Concept

Demonstrating Architecture Features and Supply Chain Process Support

Concept:
* Participants determine the set of features that are most desirable for PoC

* Matching of technology and industry companies for PoC set

* Willing technology companies create a working demonstration
* Industry or Center provides data sets for demonstrations

* Industry provides consultation on supply chain processes

* PoCs are free to demonstrate value added processes

* Fall 2017:
e Study organization
e Feature set selection
* PoC participant pairing
* Winter 2017 - 2018:
 PoC development
* April 2018
e 2 day event to demonstrate, explore and discuss PoCs
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Proof of Concept Options
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POC Support

ReferenceModel Documentation and POC Data
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Term Definitions
Governance Rules

Process Flows

Data Flows

Data Attribute Definitions
Query Parameters/Examples
POC Run Data
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DSCSA and Blockchain Study
Observe
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Exploring the use of blockchain to support sensor data sharing

Concept:
* Define or identify a common set of cold chain (temp sensor) data

 Demonstrate the movement, use and trading partner reaction to temp data (and possibly other sensor
data)

* Explore whether blockchain technology provides benefits

* Explore different sensor inputs (data loggers, online sensors, binary indicators, etc.) and how they might
be incorporated

* Create a simulated environment (ReferenceModels) to test the creation and transfer of temperature data

* Initiate pilots based on the ReferenceModels
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What’s Next
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Study Lifecycle

ldea to Publication

Study Proposal Prospectus/Charter Pre-Launch

Detailed Goals,
metrics and Final Scope
Scenarios

Draft Goals and
definition

Goals, Metrics
and Scenarios

Launch:

Continued Pre-Launch Scheduled
Introduction Calls Calls &

Webinars

Meetings

Agreement
Anti-Trust
Funding

Develop /execute
Scenarios

RoadMap
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Publish

Publish
ReferenceModels

White Paper

Education
Module
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STUDY: DSCSA & MDM |

VirtualPilot was completed in the summer of 2017. The Study Team's
White Paper, "Demonstrating how Master Data Management can
be used in support of DSCSA Requirements," is available now.

STUDY: Blockchain for Cold Chain

Study will incorporate the ability to capture temperature, light and
vibration data from the Internet of Things (loT), and provide data
collection solutions for verifying real-fime status of supply chain items.

STUDY: DSCSA & Blockchain

Team is examining the use of blockchain technology as a
possible way to address some of the unresolved DSCSA data
security issues facing the U.S. pharma industry.

STUDY: Global Track & Trace

STUDY: DSCSA & Blockchain 2

Phase 2 will apply the scenarios, processes and information
flows identified in DSCSA & Blockchain: Phase 1.
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DRP Del ancey
Risk Partners, LLC

www.delanceyriskpartners.com

Risk management consultants addressing global risk exposures of small to mid-size companies, offer options for your general
liability, professional liability property, workers compensation, business auto, excess/umbrellas, crime, directors & officers,

cyber liability and surety bonds.
Thank you to Delancey Risk Partners for underwriting this webinar.
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Contact Information

125 North Lincoln Avenue CENTER

Suite 200 L ——
Newtown, PA 18940 USA

Bob Celeste
T:+1 609.947.2720
E: rceleste@CA4SCS.org

About us.

www.C4SCS.org
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Connect with :  Linked [1}.

The Center acknowledges SIMUL8 Corporation
Provider of Study Simulation Software

www.simul8.com
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